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Implementation of Information Technology Solutions
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Devising system migration plan and reprovisioning

of Information Technology services for TWGHs

medical service centres

In alignment with the Phase 1 redevelopment of Kwong Wah

Hospital, an information technology (IT) system migration plan

covering 6 major tasks with 43 action items was devised. As

the first phase of demolition work will commence in early 2016,

all necessary preparation works are in progress. The 6 major

tasks are:

* the continuous provision of IT services for all affected
TWGHs medical service centres

* relocation of IT facilities of TWGHs BMCPC Dental Health
Centre for Senior Citizens from the Administration Building to
the Ward at 6/F, North Wing, Kwong Wah Hospital

» preparation work for the establishment of TWGHs
Centralized Decoction Centre

= reprovisioning of IT network infrastructure for the affected
service centres

« preparation work for the relocation of Kwong Wah Hospital -
The Chinese University of Hong Kong Chinese Medicine
Clinical Research and Services Centre (KRSC) to a new
Chinese medicine clinical centre located at Yaumatei

« dismantling and removal of IT equipment from KRSC by the
end of 2015

Revamping Chinese Medicine Clinical Information
System

To better serve the public, the Chinese Medicine Clinical
Information System has been revamped with integrated
functions in health assessment, Chinese medicine consultation
and prescription, dispensing and drug inventory control. The
integrated functions will be launched for use by TWGHs
Chinese medicine service centres, TWGHs Centralized
Decoction Centre and the relocated Kwong Wah Hospital — The
Chinese University of Hong Kong Chinese Medicine Clinical
Research and Services Centre after decanting.

A dispenser used the new Chinese Medicine Clinical Information System to handle dispensing order.
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Integrating and revamping TWGHs Integrated
Diagnostic and Medical Centre Information System
Established in 2003, the Integrated Diagnostic and Medical
Centre Information System has been supporting the operation
of TWGHSs Integrated Diagnostic and Medical Centre for more
than 10 years. To deal with technological obsolescence, the
System was revamped to upgrade its capabilities and
compatibility with the latest software and hardware systems,
enabling better integration with the current TWGHs Radiology
Information System/Picture Archiving and Communication
System for radiological examinations. The redeveloped system
has higher expandability, maintainability and interoperability
with other external systems. The Patient Master Index of
TWGHs Health Services will also be developed in order to
integrate with the “Public-Private Interface — Electronic Patient
Record Sharing Pilot Scheme” and the developing platform of
Electronic Health Records of the government for data
exchange. The Project is underway and expected to be
completed in the third quarter of 2015.

BEERBETAHERRABNRE=F
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The redeveloped Integrated Diagnostic and Medical Centre Information
System was being tested on the function of submitting order for
radiological examination.

RirA D E RERPOEMRL

Alignment with the government policy on Electronic
Health Record sharing

To align with the government policy on Electronic Health
Record (eHR) sharing, the Information Technology Branch
delegated representatives to participate in the “eHR Service
Provider Training Scheme” organized by eHR Office of Food
and Health Bureau in April 2014. They have completed the
relevant assessments and were granted the certifications to
provide end-user support services to private healthcare
providers on the installation and maintenance of “Clinical
Management System On-ramp” under the agreement of the
scheme. This enables TWGHs to facilitate the adoption of the
System On-ramp solution for data sharing with the central eHR
sharing system in the future.

Feasibility study on developing smart queuing
mobile application

To provide patients with pleasant experience and avoid
excessive waiting time during Chinese medicine consultation
and collection of medicine, a feasibility study on developing a
smart queuing mobile application for Kwong Wah Hospital -
The Chinese University of Hong Kong Chinese Medicine
Clinical Research and Services Centre (KRSC) was conducted.
The initial study found that it is technically feasible to develop a
mobile application which interacts with another newly devised
Queuing Display System installed onsite at KRSC for instant
update of information, reminding patients of when and where
to go for medical consultation and drug collection. The
Information Technology Branch will implement the newly
developed system at KRSC after its relocation in the year
2015/2016.
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Provision of IT services in the establishment of
TWGHs Centralized Decoction Centre for Chinese
medicine services

In alignment with TWGHs major strategic direction of
2014/2015, the Centralized Decoction Centre will be
established to provide TWGHs Chinese medicine centres with
Chinese herbal medicine decoction services. The services
included dispensing and decocting of raw herbs, sealing,
packing and delivery. Subsequently, the services will be
extended to all non-subvented TWGHs Chinese medicine
centres. In view of providing integral services to the public, the
development of a special functional module for handling
electronic dispensing orders in the existing Chinese Medicine
Clinical Information System was completed and ready for
deployment in March 2015.

Provision of IT services for the new TWGHs
Community Dental Clinic (North Point)

To cater for the great demand of community dental services
and the relocation of Diabetes Dental Clinic of Tung Wah
Eastern Hospital, a new TWGHs Community Dental Clinic was
established at North Point. The Information Technology Branch
has set up IT application system for the Clinic, allowing data
sharing among the Group’s dental clinics for medical care
purpose in March 2015.

Collection of donors information before
redevelopment of Kwong Wah Hospital

To show TWGHSs’ respect to the donors, the Information
Technology Branch has collaborated with Medical Division to
take photographs of acknowledgement items including
porcelain portraits and plaques placed at Kwong Wah Hospital
before its redevelopment. Information has been digitized after
strict validation and stored safely with digital photographs in
preparation for future development of the information kiosk.

Development of IT application system for managing
care activity records for TWGHs Day Care Centres
for the Elderly

Granted from Phase 2 Social Welfare Development Fund, the
development of a dedicated application system for TWGHs
day care centres for the elderly was started in April 2014. The
new system will enhance the Centres’ work efficiency and
quality of services by helping Centres to systematically
manage members’ attendance registration and clientele
profiles, including nursing care, social and recreational
activities, individual care plan and other statistic reports, for
regular submission to the Social Welfare Department. The
development process is underway and expected to be
completed in March 2016.
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Development of “Individual Care Plan Module” for
TWGHs Elderly Homes One-stop Management
Electronic System (EHOMES)

To devise appropriate individual care plans (ICP protocols) for
residents, the multi-disciplinary healthcare professionals and
social workers of elderly homes will have regular meetings,
assessments and review of the residents’ cases. Under the
subvention of Phase 2 Social Welfare Development Fund, the
Information Technology Branch is developing a new and
unique Individual Care Plan Module for EHOMES. The Module
can record relevant cases and produce timely and appropriate
alerts on any irregular discrepancy, allowing healthcare
professionals to follow up accordingly. The Module is
underway and will be completed in September 2015.

Development of a mobile application for “Versatile
Home Services”
The “Versatile Home Services” is a social enterprise of TWGHs
offering training and job opportunities to unemployed women,
who will provide medical escort, home care and home cleaning
services. As many clients choose to pay by cash after the
service, helpers have to collect and return the money to the
service centre afterwards. In order to mitigate the risk of money
handling and minimize the travelling time of the helpers, the
Information Technology Branch developed a mobile
application allowing helpers to make
payment with a unique QR Code at
convenience stores and thus free up their
time for other tasks. In addition, helpers
can better organize their schedule by
checking the job roster through logging
in the mobile application. It also allows
clients to make payment directly at
convenience stores by using the QR
Code. The mobile application has been
released for the public to download at
both Apple Store and Google Play Store
since October 2014.

AFRAE Apple Store Jz Google Play Store Tk " ¥ &K, RERBRBEAER -
The public can download the mobile application of Versatile Home Services at Apple Store
and Googe Play Store.

MFER XERBRBEMRRER

A mobile application for Versatile Home Services
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Enhancement in the Property Management System

A Balloting Module in the Property Management System has
long been used by Estate Management Section of the Property
Division to select pre-approved contractors for tender and
quotation submission. Several inbuilt mechanisms were put in
place to ensure a random and fair selection. The module was
enhanced this year in order to expand the coverage from 3
groups of contractors to 14. The enhanced module was
launched for expanded use by Construction and Maintenance
Section of the Property Division in June 2014. Also,
enhancements in the Property Management System have been
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made to handle process automation and mass update of data
during rental price adjustment or change of government rates.
Automation in variance items generation, refund of deposit and
advance payment has also been built.

Continuous enhancements on internal administrative
systems

The Information Technology Branch has spared no effort to
bring about new development and make enhancement for
continuous improvement on internal administrative systems to
improve efficiency, expand service coverage and comply with
new legislative and regulatory requirements. In the year, the
cashier order module in Financial Accounting System was
enhanced to accommodate additional service providers. The
Receipt Interface Module has been expanded to collect
income receipts from more than 180 centres to ensure data
accuracy and minimize human intervention in the workflow.
Additional mechanism was built in the Staff Leave Information
System to handle the newly introduced paternity leave. A series
of functionalities has been added to the e-Leave System so as
to expand the system to all medical centres and 15 community
service centres. A mobile application of the e-Leave System
running on both iOS and Android platform has been launched
to provide greater flexibility and convenience to staff.

Development of Staff Performance Management
System

The Staff Performance Management System was integrated
with other human resources systems to enhance the data
accuracy and efficiency. The System collects data from the
Staff Appraisal System to automate salary revision at the
Human Resources Information System. It also generates
analysis reports for use by senior management. In view of the
content sensitivity, measure has been adopted to control
available functions and access rights for different personnel.

Development of the Museum Collection Management
System (Phase )

In alignment with TWGHs strategic direction in heritage
conservation, the Information Technology Branch has built the
Museum Collection Management System for the management
of the Tung Wah Museum’s archive and relic collections.
Digital copies as well as other metadata of each collection
record were stored in the system functioning as a master
repository of the museum collections. Other than the
management function, the data stored also serves as the
foundation of the Museum'’s archive website which will be built
in 2015/2016.
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Enhancements of IT Systems and Infrastructure Facilities
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Evaluation on the solutions to revamp TWGHSs
Corporate Email System

To cater for the heavy demand of email transmission and
address the hardware limitation that hinders the upgrading of
the system to any latest and more secure email platform, a
holistic review on the current shortfall in capability and
capacity of TWGHs Corporate Email System was conducted
with evaluation on possible solutions to revamp the system.
Considering the 6-year life cycle of hardware, projected
demand, evolutionary change in technology on email services,
risk mitigation for any hacking intrusion as well as
cost-effectiveness of round-the-clock services, a set of
systematic assessment criteria and priorities were established
to facilitate objective evaluation on various email solutions for
TWGHs. A detailed report with recommendations on
shortlisted solutions was put forth to the Information
Technology Committee in September 2014. Supported by the
Committee, the revamp project will be implemented in the year
2015/2016.

Improvement of IT server infrastructure and
replacement of obsolete IT equipment

To carry out cost-effective IT administration through server
consolidation as well as efficient equipment and resource
sharing, the Branch conducted a review on the file access
services of the IT servers. Besides, the Information Technology
Branch assisted medical service centres in replacing old
computers and frontline IT equipment with new ones so as to
meet service needs and maintain service stability. Regarding
the redevelopment of TWGHs Wong Fut Nam College and
TWGHs David Trench Home for the Elderly, the Branch also
provided professional advice and assistance in the setting up
of IT facilities and the revamp of IT network. To maintain
smooth operation of the Self-service Attendance Registration
System installed at Kwong Wah Hospital—The Chinese
University of Hong Kong Chinese Medicine Clinical Research
and Services Centre (KRSC), the Branch assisted KRSC in
obtaining re-certification of the Octopus Type Approval
Requirement for the self-service payment kiosks. To facilitate
the participation of TWGHs primary, secondary and special
schools in the “Support Scheme for E-learning in Schools”
announced by the Education Bureau, the Branch has
coordinated with service providers to conduct briefing
sessions for schools to help with their preparation.
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Upgrade of IT infrastructure

The IT infrastructure supporting the central database of
Financial Accounting System, Human Resources Information
System, Staff Leave Information System and Fixed Asset
Registration System has been used for over 7 years. To meet
the ever increasing demand, new servers with the latest
virtualization technology were deployed to increase computer
capacity. The new infrastructure design supports dynamic and
effective use of computer resources. The use of virtual
machines enables flexible setup of computer environment in
response to ad hoc and short term needs. The setup also
allows faster environment recovery in case of hardware failure
or disaster.

Hill B N E &

IT Governance

Regulations on mobile application development and
distribution

To protect TWGHSs' intellectual property rights and strictly
comply with service agreements with the app store providers,
regulations with clear procedure guidelines on the Group’s
mobile application development and distribution were set up.
The Information Technology Branch also assisted other
Divisions/Branches in handling relevant application distribution
upon request.

Personal data and privacy protection against
portable storage devices threats

For the protection of personal data and privacy against
unauthorized disclosure, the existing regulations and guidelines
in the usage of Portable Storage Devices (PSDs) in TWGHSs for
storing sensitive and personal privacy data was reviewed.
Covering 8 areas of daily operation, the revised guidelines help
Divisions/Branches to develop their own practical procedures to
protect against the information security risks posed by PSDs.
Divisions/Branches must ensure that all practices comply with
TWGHs’ regulations and the relevant Ordinances published by
the Office of the Privacy Commissioner for Personal Data.

Maintaining good IT security governance

To maintain good IT security governance, the Branch issued
circulars with guidelines on handling severe IT vulnerability
issues to help users acknowledge alerts and take remedial
actions. Regular disaster recovery drills on the corporate
application systems were also conducted to ensure validity of
the plan and the recovery system in the event of a disaster.
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Conducting a study on the development of Bring
Your Own Device policy

Rapid advancement in information and communications
technology have made using mobile phones and personal
devices for work inevitable. In view of establishing an IT
governance to regulate the use of personal devices in working
environment, the Branch has conducted a study on the
development of Bring Your Own Device policy which will set out
regulations and guidelines governing acceptable and
appropriate use of personal devices in order to protect
TWGHSs’ data ownership.
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System Support Services Provided for Various Divisions/Branches in the Year 2014/2015

BHe HER HERBR 1TIAEAR
Medical Education Community Administration
Division Division Services Division Headquarters
B EHE
Number of Personal Computers Supported 313 221 2,274 559
BRI ARSR RSB o 6
Number of IT Servers Supported
HArE R B RS REE 13 3
Number of Local Area Networks and Internet Services Supported

NEEERTNERRESRELZABNEN LD -

All computers and IT networks installed at the primary schools, secondary schools and Tung Wah College for teaching purpose are excluded.

NEEERDFFENR R EBHMPE R EBRRT -

The network and internet services which are not directly administered by the Information Technology Branch have been excluded.

B EHE
Number of Personal
Computers Supported

221
7%

4 &t Total : 3,367

| EER

Medical Division

BB ARREHE
Number of IT Servers Supported

iR R BB ARG REE
Number of Local Area Networks and
Internet Services Supported

& &t Total : 67

HER 0 deRBER
Education Division Community Services
Division

B TRER
Administration
Headquarters

& &t Total : 18
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Operation Statistics of the Information Technology Branch

IHE Item =& Number of Cases
2FEENRHRRE N BESERBRBEHE

Number of cases in IT desktop or offsite support per annum 2,139
2FEENRREMIERBREHE

Number of cases in IT onsite support per annum 228
FHERRERNREEENEEHE

Number of emails daily processed through the Information Technology Branch 22,833
FHERAREMRARIALREH N BT SEE

Number of spam mails and viruses daily filtered through the Information Technology Branch 5,004
RETHRGAIREEA L )
Average percentage in system availability per annum 99.99%

% ZO—N/ZO—hEEEMRRIEIERZERIRR
IT System Operation and Support Services in the Year 2014/2015

0.13%
4.93%

B ENRESUERE
IT Support Services

B ERRERS

System Operation Services

N FZERAir e RiBARE
System Administration and Control Services

AR EERS

System Management Services

BISREESERE

Network Support Services
B &R EREERRERS
IT Evaluation and Research Services

B ERERREERS

IT Procurement Support Services

47.70%

% Z—O—N/ ZO— 1 5 5 FE I S 45 Be L sk 48 48 i 1 5 PR
Usage of Application Systems and Websites in the Year 2014/2015

9 BAERI KR A ERBEK
BEEE MAER as (o ez g
BB B aon oy, | BN amm
Medical Division Division and Services Division Divisions/ Services for the
and Related Related Service and Related Branches Public
Service Centres Centres Service Centres

ANERRS . . . .
Human Resources Information System
MEEBRL ° °
Property Management System
ISR RS ° ° ° °
Financial Accounting Information System
BTHERR . . . .
Staff Leave Information System
EEBB AR B EHIRESR .
Employer Tax Return and Autopay System
BHANES .
Coffin Home Information System
WEEBEIHERRR
Email Ticketing System for Property Rental Enquiry [ [
(eSupport System)
RERELGMNRM
Guest List Information System )
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BR75 B
Medical Division
and Related

Service Centres

FREREENAR .

Chinese Medicine Clinical Information System

BEENRER

Funeral Parlour Information System

RE=[RiRA D KBETOLENRSR

TWGHSs Integrated Diagnostic and Medical Centre Information ®

System

THEREERFRENRM -

Well-women Clinic Information System

IR E MR

Donation Record Information System

FRREEEEENRESR .

Centralized Fixed Asset Registration Information System

FeafREEMES ~

Dental Clinic Information System

RE=[RAEA o

TWGHs Corporate Intranet System

ZERSEERR

Elderly Home One-stop Management Information System

BFHEPOENRS -

Computerized Tomography Imaging Centre Information System
FREIERIPIY BB BT RS

Smart Queuing System for Chinese Medicine General °
Outpatient Clinic

RE=[RR LBRBRER

TWGHs e-Leave System ¢
RE=[rPEBFHHRS

TWGHSs Corporate E-mail System =
RE=BRIMBRETROERRSR ~

TWGHs Haemodialysis Centre Information System
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Self-service Attendance Registration with Octopus Payment °

System for Chinese Medicine Specialist Outpatient Clinic

TWGHSs e-Appraisal System
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Chinese Medicine Mobile Clinics Information System
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Dental Clinic Outreach Management System
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Electronic Procurement System
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iPortal
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News Clipping Management System
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TWGHSs Corporate Mobile App
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TWGHSs Radiology Information System/Picture Archiving and )

Communication System (RIS/PACS)
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Tin Sau Bazaar Rental Collection System
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Training and Development Management System
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TWGHs Facility Booking Management System
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Receipt Issuing System
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TWGHSs Corporate Website
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Staff Performance Management System
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TWGHs Museum Collection Management System
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Versatile Home Services Mobile Application
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Services Division
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